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Introduction

This policy sets out what is ‘acceptable’ and ‘unacceptable’ use of mobile phone and handheld
devices by the whole school community while they are at school or undertaking school
activities away from school. This applies to all individuals who have access to personal and/or
work-related handheld devices within the broadest context of the setting. It includes staff
students, parents and carers, practitioners, volunteers, governors, visitors, contractors and
community users. This list is not exhaustive.

It is to be recognised that it is the enhanced functions of many handheld devices that will give
the most cause for concern; and which should be considered the most susceptible to potential
misuse. Examples of misuse include the taking and distribution of indecent images,
exploitation and bullying. It must be understood that should handheld devices be misused,
there will be a negative impact on an individual’s safety, dignity, privacy and right to
confidentiality. Such concerns are not to be considered exclusive to children and young
people, so the needs and vulnerabilities of all must be respected and protected. Mobile
phones and handheld devices can also cause an unnecessary distraction during the working
day and are often to be considered intrusive when used in the company of others. The
purpose of this policy is to prevent unacceptable use of mobile phones, camera phones and
other handheld devices by the school community, and thereby to protect everyone from
undesirable materials, filming, intimidation or harassment.

Purpose

The main purpose of this policy is to outline the principles in place at Chatten Free school to
ensure the safety and dignity of the pupils is paramount.

Pupil Safeguarding: The safety and well-being of our pupils is always the priority. Any use of a
mobile phone or handheld device that could compromise pupil safeguarding is strictly prohibited
and will be treated as a serious breach of this policy.

Professional and Personal Conduct: All staff, volunteers, and visitors are expected to always
maintain professional conduct, including their use of mobile phones and handheld devices.

Personal Device Use: Under no circumstances are any personal device to be used to photograph,
video, or record audio of pupils. This is a critical safeguarding measure.

Privacy and Confidentiality: The privacy and confidentiality of pupils, families, and staff should be
respected. No information about pupils, staff, or school activities should be discussed or shared via
personal devices or social media.



Staff use of Devices

Personal devices

e No personal device should be used to record, take or share of images, video and audio on
school premises at any time.

e Mobile phones must be switched off or on silent and stored securely (e.g., in a locker,
drawer, cupboard) during the school day any other time when directly supervising or
engaging with students.

e Staff members may only use their phones during school break times, away from students.

e Staff are not allowed to post any information, images, or videos related to students or
school activities on personal social media.

e Accessing, displaying, or sharing any inappropriate content (e.g., pornography, violent
material) on school premises is strictly prohibited.

e Staff mobiles or hand-held devices may be searched at any time as part of routine
monitoring. The Headteacher reserves the right to search the content of any mobile or
handheld devices on the school premises, where there is a reasonable suspicion that it may
contain undesirable material, including those which promote pornography, violence or
bullying.

e School reserve the right to contact the police to assist with searches of phones and devices
should SLT deem appropriate.

e Use of devices that distract from professional duties or student supervision is prohibited.

e If a staff member is expecting a personal call in an emergency, they may leave their phone
with the school office to answer on their behalf or seek specific permission to use their
phone or keep their phone switched on. All staff main obtain permission from a member of
SLT if they wish to keep their phone on them during the staff day due to an emergency.

School Issued Devices
School-issued devices, (e.g., school cameras, school tablets, school phones) may be used for
legitimate educational or administrative purposes such as:

e Recording student progress

e Taking evidence of learning and communicating with parents via official school channels
such as dojo where expressly authorised by the Headteacher or relevant senior leader.

e To complete safeguarding and behaviour incidents on CPOMS.

¢ Insome instances, the allocated device may be used as a de-escalation tool with
music/videos where permission has been sought from the class lead.

All images and videos taken on school devices must be stored on secure school systems and adhere
to the school's Data Protection Policy.

The school has iPads, smart tablets and phones for school staff to use within classes and on school
trips/ residentials.

Any Devices
No device with any capability to record an image should be taken into any changing room, toilet area
or any private area where intimate care may be carried out.



The only caveat to this is a pupils communication device that is on guided access. The pupil may
enter a private area with their own communication device if it is on guided access. Core boards are
added to the private areas to assist with communication during intimate care.

Volunteers and Visitors Use of Devices

o All visitors to classrooms or during direct student contact time are requested to keep their phones
switched off or kept switched to silent.

o All visitors must keep their phones out of sight, in their pocket/bag, while on the school premises

¢ No personal mobile phones or handheld devices are to be used to photograph, video, or record
audio of students at any time, for any reason.

¢ Devices are strictly prohibited in changing rooms, toilets, or any other private areas used by
students.

e Visitors cannot post any information, images, or videos related to students or school activities on
personal social media.

¢ Any device use that distracts from student learning or engagement with the purpose of the visit is
prohibited.

Student Use of Devices

It is preferred that student mobile phones should not be brought into school.

Students who use a device for communication will have this placed on to guided access when they
arrive at school. For those pupils who will not tolerate this, staff will check the tablet for
photos/videos everyday before the pupil goes home and delete any photos/videos taken during the
school day.

Use of Devices on Residential Trips

When students are participating in residential trips, the following protocols must be observed to
maintain the safety and privacy of all participants:

Staff and Volunteer Conduct

e School-Issued Equipment: Staff should primarily use school-issued iPads, tablets, or
phones to document the trip, as these devices are already authorized for capturing
student progress and learning.

¢ Personal Device Restriction: Personal devices must not be used to take photos,
videos, or audio recordings of students.

¢ Social Media: Staff and volunteers are strictly prohibited from posting any images,
videos, or information regarding students or trip activities on their personal social
media accounts.

e Supervision: Staff must ensure that their own device use does not distract from their
primary duty of supervising and engaging with students.



Privacy and Intimate Care
¢ Prohibited Zones: The use of any recording device is strictly forbidden in bedroomes,
changing areas, bathrooms, or any location where students may be receiving
intimate care.
o Storage: Any media captured on school devices during the residential must be
uploaded to the school’s secure systems and managed according to the Data
Protection Policy upon return.

Student Device Management

e Communication Devices: Students who require a device for communication will
have that device placed on "Guided Access" to ensure it is used only for its intended
purpose.

e Monitoring: For students who do not tolerate Guided Access, staff will conduct daily
checks of the device to delete any photos or videos taken during the trip activities

Internet Sharing

There may be times where staff will have to hotspot from their personal phones to school tablets
allow pupils to remain regulated at school, especially if there are problems with the internet. In
these circumstances, staff can use their personal phones if they wish, with permission from a
member of SLT. Personal phones must be kept in a bumbag or pocket while with the pupils until the
internet is up and running again.

Data Protection and Privacy

The school expects all members of the school community to comply with:

e UK General Data Protection Regulation (UK GDPR)
e Data Protection Act 2018
e School safeguarding procedures

Unauthorised recording, storing, or sharing of personal information may result in disciplinary
action and, where appropriate, referral to external agencies.

Roles and Responsibilities
Headteacher

e Ensure implementation and review of this policy.
e Deal with serious breaches.

Staff

e Apply the policy consistently.



e Report concerns regarding misuse.

Monitoring and Review

This policy will be reviewed every 2 years or earlier if required due to changes in legislation,
guidance, or the needs of the school.

Mobile Phone Policy Summary — Chatten Free School

The purpose of this policy is to ensure the safety, privacy, and wellbeing of pupils by setting clear
expectations for the use of mobile phones and electronic devices within the school community.

Key Points

o Pupil safeguarding is the priority. Any use of a device that could compromise a pupil's
safety or privacy is strictly prohibited.

o Staff, volunteers, and visitors must not use personal devices to take photographs,
videos, or audio recordings of pupils.

o Personal mobile phones should be kept out of sight and only used during
authorised times. Staff should use phones during breaks and away from pupils.

o School-issued devices may be used for educational, safeguarding, and
administrative purposes when authorised and in line with data protection requirements.

¢ Mobile phones and recording devices are not permitted in toilets, changing areas,
or locations where intimate care is provided.

e Students are discouraged from bringing mobile phones to school. Communication
devices used by pupils will be monitored and restricted where necessary.

¢ No images, videos, or information about pupils or school activities may be shared
on personal social media accounts.

e All device use must comply with safeguarding requirements, UK GDPR, and the
Data Protection Act 2018.

In summary: Mobile phones and other electronic devices must be used responsibly,
professionally, and in a way that protects pupils' safety, dignity, privacy, and always learning



